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Foreword

Welcome to the services catalogue for bits N
pages. We offer tailored security advice for small
businesses focusing on Security Awareness
Programs, Information Security Standards
Compliance, and Security Testing and Threat
Management.

bits N pages strongly supports the right to tech
literacy and digital privacy. We do not believe in
simply stopping the mysterious “hacker”. Instead,
we hope to build safer, more secure networks
where trust, privacy and accessibility are
paramount.

This catalogue lists our primary services. Apart
from Information Security consulting, we also
offer cybersecurity education and training for
enthusiastic individuals.



Security
Awareness
Programs




We organise Security Awareness Programs
for users at every level. We conduct in-
depth interviews with the end-users to
understand their needs, pain points and
expectations. Our programs are aimed at
the big corporation, the small business, the
street vendor and the housemaker.

The Process

Inspired by Design Thinking, we use the
Empathise, Define, Ideate, and Present
pipeline to design our awareness programs.
Empathise phase hopes to understand the
users’ needs. Define phase illustrates the
scope and boundaries of the awareness
program. ldeate phase designs solutions,
and Present phase delivers the program to
the end users.

what do the users need?
what are their pain points? EMPATHISE

define a problem statement DEFINE

build solutions, interact
with the end users IDEATE

present the solution.
does it solve the problem? PRESENT



InfoSec
Standards
Compliance




We offer guidance to achieve better
compliance with international Information
Security Standards such as ISO/IEC 27001,
SOC 2 and GDPR. Compliance should not
be about simply ticking boxes, thus, our
advice helps businesses build an ISMS their
customers trust.

The Process

Information Security Standards examine if a
business’ Information Security Management
System implements appropriate control
measures to ensure the Confidentiality,
Availability and Integrity of data. We work
closely with the business decision makers,
employees and customers to design an
effective and secure ISMS.

define the scope and
reach of the ISMS SCOPE

perform in-depth analysis
of critical infrastructure IDEATE

work with decision makers and
employees to develop the ISMS DESIGN

implement ISMS & prepare
for compliance audit IMPLEMENT



Security
Testing &
Threat
Management
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We probe the technical depths of a
business’s network by performing White

define the scope of the threat SCOPE

Box and Black Box penetration testing. Our management framework
threat identification framework is flexible to

the business needs and takes a holistic
approach towards securing the business
infrastructure.

identify digital, physical and
threats beyond human control IDENTIFY

The Process

Penetration testing is the act of working as Letalled report of idertified  QEPORT
an external “hacker” who identifies security

flaws with the intention of mitigation instead

of exploitation. We develop a business

specific threat mitigation framework which

takes Digital, Physical as well as threats

beyond human control into account. Finally, implement appropriate measures | ATE
we offer advice on threat mitigation and

minimisation.



Information Security is the need of the hour.
Whether the end user is an IT expert or a
newcomer, information security holds equal
importance for users at every level. At bits N
pages, we wish to carry this idea forward.

When designing networks, systems or programs,
cybersecurity should not be an afterthought.
Instead, it should be incorporated at every step of
the design process. We hope to be one more
hand on the deck and help build a safer internet.

If you wish to discuss more about our services,
chat with us via the following mediums.

Telephone: 0651 405 5133
e-Mail: bitsnpages@protonmail.com
Website: www.bitsnpages.com
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